SQL-CLR mit “strict security” im
SQL-Server und in der Azure-Cloud
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.. heutiges Programm

? was Ist “SQL-CLR"
? was ist besonders an der “strict security”

? Was sind die Feinheiten in der Azure-Cloud
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was Ist “SQL-CLR"

seit der Version SQL-Server 2005 kdnnen
Programmierungen zusatzlich zu T-SQL
auch mit .net-Sprachen erfolgen.

 Data Types
« Stored Procedures

« Triggers

Functions
—  Scalar
—  Aggregate
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‘SQL-CLR" Anwendungen ...

« Stringvalidierungen mit Regular Expressions
« Hashstrings ( SHA1, SHA256, ...)

«  Stringvergleich ( Levenshtein )
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% D Visual Studio

SQL Séfver'

CH

»build“

»deploy”

g SQLCLR <

use SQLCLR
GO

CREATE ASSEMBLY ...

CREATE FUNCTION ...
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C# code

using System;

2 nsing System.Data;
3 nsing System.Data.SglTypes;
4 nsing System.Data.SglClient;
o nsing Microsoft.S5SglServer.Server;
&
7 public partial class StoredProcedures
B [
S [Microsoft.SglServer.Server.S5glProcedure]
10 public =static wvold SaveXML(SglxXml XmlData, SglString FileName)
11 [ i
12 System.Xml . XmlDocument XxmlDoc = new System.Xml.XmlDocument () ;
13 ¥xmlDoc.LoadXml (¥XmlData.Value) ;
14 xmlDoc.Save(FileName.Value) ;
15 = }
le ~}:

.net - CDE
~



TSQL code

1 —— BRegistrieren der Asscmbly

2 CEREATE ASSEMELY xmlSaveProc

3 FROM 'C:% <folder> ‘\xmlSaveProc.dll’

4 WITH Permission Set = External Access

o

& —— lberprifung

7 SELECT * FROM sys.assemblies

8 SELECT * FROM sys.assembly files

-,
10 —— Erzeugen der Proc aus der Assembly
11 CEREATE PROCEDURE dbo.SaveXML @xmlIn xml, @fileCut nvarchar(2:-5)
12 as external name xmlSaveProc.StoredProcedures.SaveXML
13 —— DLL .Claszss .Proc name
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SQL CLR seit 2017

Seeerss

use master

L kA

G0
4 [HSELECT *
5 |FROM  sys.configurations
G | WHERE name like "#clri’
7
100% -
FH Results Eﬁ Messages
configuration_id  name value
1 1562 clr enabled 1
£ 1587 clr strict securty 1

mirimum
0
0

MEXimuT
1
1

value_in_use
1
1

description

CLR user code execution enabled in the server

CLR strict securty enabled in the server

is_dynamic
1

1

is_advanced
0
1
.net - CDE
n

o



handling der “strict security”

® deaktIVIel’en exec sp_configure 'clr strict security', @ -- ©=disabled
° sp_add_trusted_assembly exec sys.sp_add_trusted_assembly @hash = ©x8893AD6D78D14EE43DF4. ..

 Verwenden der .dll und eines asymmetrischen Schlissels

https://techcommunity.microsoft.com/t5/sql-server-support/deploying-sgl-clr-assembly-using-asymmetric-key/ba-p/316727

« Signieren der Assembly mittels Zertifikat

.net - CDE
~iP


https://techcommunity.microsoft.com/t5/sql-server-support/deploying-sql-clr-assembly-using-asymmetric-key/ba-p/316727

handling der “strict security” sp_add_trusted_assembly

« wie lasst sich der als Parameter erforderliche Hashstring ( SHA2_512 )
erzeugen.

syntaxsql
HASHBYTES { ‘<algorithm>’, { @input | “input” } )

<algorithm>::= MD2 | MD4 | MDS | SHA | SHA1 | SHA2 256 | SHA2 512

. https://docs.microsoft.com/de-de/sqgl/t-sgl/functions/hashbytes-transact-sql?view=sql-server-ver15

. Achtung, altere Versionen

Bei SQL Server 2014 (12.x) und friher sind zuldssige Eingabewerte auf 8.000 Byte beschrankt
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https://docs.microsoft.com/de-de/sql/t-sql/functions/hashbytes-transact-sql?view=sql-server-ver15

Verwenden der .dll und eines asymmetrischen Schlussels

Da File Edit View Git Project Build Debug Test Analyze Tools Edensions Window  Help Search (Ctrl+ Q) P SQOLCLR_SHA1_stepl @

o O b
- b st - e 6 ¢ I

Solution Explorer

- co@llo-2ean A=
Configuration: | INIA Platform: |[INAA .

Build Search Solution Explorer [Ctrl+;)

Build Events + 3] Solution 'SQLCLR_SHA1_step1’' (1 of 1 project)

Sign the ClickOnce manifests 4 +[c# SQLCLR SHA1
4 7 J¥ Properties
Certificate: + € Assemblylnfo.cs

Resources
g5 P " References

. (none)
Services ) Select from Store...
5 ) (none) p « c* Class.cs

f0-0 @ -2 WM - | Debug - AnyCPU

T

SQLCLR_SHAT + X

JERTILY

Application

Jl:F=BETNETS
sUC

o] 13

Debug

Inten (none)
Expiration Date (none)
Reference Paths Signature Algorithm  (none) Create Strong Name Key

Settings

x

Signing

Key file name:

Code Analysis |
I

Timestamp server URL: Protect my key file with a password

Enter password:

Choose a strong name key file: |

Sign the assembly
Confirm password:

| <Mew...»

Signature Algorithm:

[ Delay sign only
. . . shalR3A
When delay signed, the project will not run or be debuggable.

https://techcommunity.microsoft.com/t5/sql-server-support/deploying-sgl-clr-assembly-using-asymmetric-key/ba-p/316727
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https://techcommunity.microsoft.com/t5/sql-server-support/deploying-sql-clr-assembly-using-asymmetric-key/ba-p/316727

(

a master <

= WM System Databases
= W master
=8 SKW
# W Users
= W Certificates

ISsatcir.
i W Database Snapshots
i @ SQUCLR
W W 55508
= W Security
& W Logins
= SQUCLR Certlogin_PassDemo_2021_2023

ert_PassDerr

£ =2MS_AgentSigningCentificatess

a SQLCLR <

= W SQLCLR
= B Programmability
= W Functions

1 Table-valued Functions

& W Scalar-valued Functions
PPl dbo.sfn_getSHAL fromString baseSd
3 A8 dbosfn_getSHAT fromString_hex
10 Aggregate Functions

5 W Assemblies

= CLR_SHA!

= Microsoft.SqiServer.Types
# W Types

cer L —“ 1 makecert.exe

>

vk G
R N\
-
\

pfx e é 2 pvk2pfx.exe

il 3 . signtool.exe
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In Azure ...

m i Virtual machine (laaS) J

SQL Managed Instance( PaaS ) J

SQL

@ i SQL Database (PaaS) x




Verwaltete
SQOL-Instanz

,hex_Content

B testfobrik-sqlmil G master

=2 Databasss

B M System Databases use master use master B M System Databases
= i master &0 GO = g master
B Security = Security
E g’“; CREATE CERTIFICATE SQLCLR_Cert_PassDemo_20821_2@23 SELECT # 1 U“’.‘_
E e L ; FROM BINARY = 8x3982834B38828233A00382018202109. .. FROM sys.certificates =] Certificates
= m:—:g:"ts'ir""_gc?rﬁ:ﬁ"ttﬁzﬁ_lmm WHERE name like '%PassDemo®’ FE FTMS_AgentSigningCerticate®
= e e 3 CREATE LOGIN SQLCLR_CertlLogin_PassDemo_2821 2023
;ﬁm b FROM CERTIFICATE SQLCLR_Cert_PassDemo_2@21_2823 -- 1. CertEncoded >> @ 17 Database Snapshots
e T Symmene ke G0 SELECT CERTENCODED( 259 ) as 'hex_Cert’ 4 @ SOLCLR
® Database Snapshoks --»» Bx3082834B30320233A00302010282189. .. = ki 55508
= @ SOLCLR GRANT UNSAFE ASSEMBELY B Securty
= i@ SOLdb01 TO SQLCLR_CertlLogin_PassDemo_2821_ 2823 --»» switch Instance o Legine
= Security wa SQLCLR_Certlogin_PassDeme_2021_2023
g sawctr
use SQLCLR use SQLCLR o W sacia .
GO 60 = Programmakilty
= Functions
CREATE ASSEMBLY CLR_SHAL SELECT a.name, f.content as 'hex_Content' Tahle-valued Functions
FROM ex4D5A9800883200000040000020F FFFOR@BESR8. . . FROM L = Scalar-valued Functions
WITH Permission_Set = EXTERMAL_ACCESS Soin sTn_getSHAT FromString._basefd
G0 oM i [ dbo.sfn_getSHAL FromString_ he
Aggregate Functiens
CREATE FUNCTION dbo.sfn_getSHAL fromString_basefd "
. . = Ascemblies
{ @inputString nvarchar(4eea) ) a LR SHATL
\ - -
RETURNS nvarchar(480) &= Microsoft SqiServer Types
AS - i .
= Types

EXTERMAL MNAME
CLR_SHA1L. [SQLCLR_SHAL.UserDefinedFunctions].getSHAL fromString_base6d;

---- Assembly.[Namespace .Class 1.Function Name -nEt - CDE



Deployment von der Virt

Verwaltete
SQL-Instanz

Jhex_Content

B cestfabrik-sqimil
= 1 Databasss
= 1 System Databases

use master
= i master a0
B W Security
® 0 Users

CREATE CERTIFICATE SQLCLR_Cert_PassDemo_20821_2823

E 1 Certficates FROM BINARY - @x3082034B30820233A00302010202189. ..

1 #8MT_AgeniSigningCerlificate#

4 S SchamatigningCenif caisf2 151203 e n7e | 0GIN SQLCLR_Certlogin_PassDemo_2021 2023

FROM CERTIFICATE SQLCLR_Cert_PassDemo_2@21 2823

(& 1 Symmetric Keys

G0
[# 1 Database Snapshots
= i@ SOLCLR GRANT UNSAFE ASSEMBLY
E i@l SOLdb01 TO SQLCLR_CertLogin_PassDemo_2821_2023

= B Security

use SQLCLR
G0

CREATE ASSEMBLY CLR_SHAL

FROM @x4D5A20008 FFF
WITH Permission_Set = EXTERNAL_ACCESS
GO

CREATE FUNCTION dbo.sfn_getSHAl_fromString_base64
( @inputString nvarchar(4eea) )
RETURNS nvarchar(488)
AS
EXTERNAL MNAME
CLR_SHAL.[SQLCLR_SHAL.UserDefinedFunctions].getSHAL_fromString_baseé6d;
---- Assembly.[Namespace .Class ].Function Name

snmay,

o e
.

LT

use master
GO

SELECT *
FROM SyS.cCer cates
WHERE name like 'XPassDemoX’

-- 1. CertEncoded >>
SELECT CERTEMCODED( 259 } as 'hex_Cert'

--»» Bx3882034830820233A00302010202149. .

--»» switch Instance

use SQLCLR
GO

SELECT a.name, f.content as 'hex_Content
FROM
join .assemb

ON a.assembly_id

s f
f.assembly_id

ual Machine in die SQL Mana

ged Instance

e master <

) W System Databases
= master
& M Securty
@ W Users
= W Certificates
£ 22M5_AgentSigningCentficatess
JBISQLCLR CentPassDemo 2021.2023]
@ W Database Snspshots
& @ SQLCLR
w @ 53508
& W Security
& W Logins
= SQLCLR Certlogin_PassDemo_2021_2023

-cer makecert.exe

pvk2pfx.exe

e SQLCLR <

& @ SR
= W Programmability
& W Functions
W Table-valued Functions

@ AB dbostn getSHAT fromString_hex
1 Aggregate Functions

5 W Assemblies

22 CLRSHAT

22 Microsoft SqfServer. Types
@ W Types

suEEy
. ",
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die aktuelle und die bisherigen Prasentationen
sind hier

http://www.net-cde.de/presentations/
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.. bis zum nachsten ...

N




.. jetzt einen schonen
Feierabend

.net - CDE
~iP



Sponsors

You Rock! Sponsor

SOLISYON

\\\\\\\\

Gold Sponsor

B Microsoft “O Profisee® Q uest

: ©) GDS
Silver Sponsor CLOUDDEBA A Hu BUSINESS INTELLIGENCE
4
Bronze Sponsor "
INnovex

.net - CDE
~P



